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1. Introduction

Immutability, decentralization, and transparency have become the foundational pillars of a global system that
promises to redefine how we interact with data, transactions, and digital identities.



Despite these promises, many traditional blockchains—particularly public ones tied to unregulated
cryptocurrencies—are trapped in a paradox: while they offer theoretical innovation, they also present structural,
regulatory, and ethical issues that poorly align with the needs of businesses and the corporate landscape.

Verifica Blockchain was created to resolve this paradox by offering a private, sustainable, regulation-compliant
Layer 1 blockchain that is fully adaptable to real-world business requirements.

It is the only 100% Italian-made Layer 1 blockchain, formally registered in Italy—proof of its proprietary nature
and innovative foundation.

It is a blockchain that demonstrates how decentralization and distribution do not necessarily require being part of a
cryptocurrency ecosystem or operating on public networks populated by anonymous nodes around the globe.

The same concerns regarding privacy, security, and legal validity also apply to the world of chatbots and
artificial intelligence.

Verifica’s upcoming blockchain integration will merge these two domains into a unified product dedicated to
serving enterprises.

2. The Legal Validity of Blockchain in Italy and Europe

Verifica Blockchain holds full legal probative value under both Italian and European law, by virtue of existing
regulations governing digital documents, timestamping, digital signatures, and the recognition of trusted services.
The key aspects to consider include:

1. Certain Date and Document Integrity

o In the Italian legal context, the Digital Administration Code (CAD, Legislative Decree No. 82/2005)
establishes the legal value of electronic documents and their enforceability against third parties when
they can ensure both integrity and a certain date.

o The notarization mechanisms offered by Verifica Blockchain meet these requirements, providing
legally certain proof of the existence and immutability of registered documents.

2. eIDAS Compliance (Electronic Identification, Authentication and Trust Services)

o The European Union’s eIDAS Regulation (No. 910/2014) grants legal validity to digital trust
services, including electronic signatures, electronic seals, and timestamp validations.

o The records stored on Verifica Blockchain, thanks to their traceability and immutability, acquire
probative value recognized across the entire EU.

3. Recognition of Digital Evidence in Court

o Under Articles 2702 and following of the Italian Civil Code, the use of digital instruments capable of
attesting the origin and integrity of a document is fully valid in judicial settings.

o Verifica Blockchain’s technology, reinforced by the legal recognition of distributed ledgers
introduced with Law Decree No. 135/2018 (converted into Law No. 12/2019), ensures the
evidentiary effectiveness of recorded data.

o Furthermore, it complies with the guidelines issued by AgID for accredited digital preservation
systems, guaranteeing the confidentiality, authenticity, immutability, integrity, and accessibility of
electronic documents.

4. European Privacy Regulations (GDPR)

o All Verifica services are developed in strict compliance with the General Data Protection Regulation
(GDPR).

o Thanks to a hybrid storage architecture and the option to retain data on private servers, Verifica
Blockchain enables full adherence to the right to be forgotten and processing limitations as required
by GDPR, while preserving the immutability of blockchain records.

5. Legal Value of Timestamps

o The eIDAS Regulation grants full legal recognition to timestamp validations that meet defined

standards of security and reliability.



o Using advanced cryptographic algorithms and verifiable consensus mechanisms, Verifica Blockchain
produces timestamps compliant with these standards, making it a secure and legally valid tool for
dating and sealing documents.

In summary, Verifica Blockchain is fully aligned with the Italian and European regulatory framework. Records
made on the platform carry legal weight for the protection of the right to evidence, the guarantee of a certain date,
and compliance with personal data protection directives. This legal robustness makes Verifica a reliable
certification and notarization tool, safely adoptable by enterprises, professionals, and public institutions.

3. What Is a Layer 1 Blockchain

A Layer 1 blockchain is a foundational infrastructure that defines the core rules and protocols upon which an entire
network is built. Unlike Layer 2 solutions (which rely on existing blockchains like Ethereum or Bitcoin), a Layer 1
blockchain is developed from scratch and natively manages:

e Its own consensus mechanism (e.g., Proof of Stake, Proof of Work, etc.).
e Its own validation rules and tokenomics.
e All the underlying logic for handling transactions and, where applicable, smart contracts.

Verifica’s technical and legal framework is the result of academic research and analysis, drawing on the strengths of
the leading blockchains in the market, with the goal of creating the most efficient protocol possible.

As a true base-layer (Layer 1) blockchain, Verifica does not depend on any existing protocol, ensuring full
technological and operational independence. This makes it easily verticalizable, adaptable to regulatory
requirements, and suitable for a wide range of use cases—from small and medium-sized enterprises (SMEs) to large
corporations.

4. The Blockchain Era: Opportunities and Limitations

Blockchain is one of the most powerful innovations of the 21st century, with applications ranging from
decentralized finance (DeF1) and supply chain management to smart contracts and the creation of digital identities.

However, many traditional implementations face significant challenges:

o High energy consumption: Consensus algorithms like Proof of Work require enormous computational
resources, making many public blockchains environmentally and economically unsustainable.

o Unpredictable costs: Transaction fees on public networks are subject to market volatility, creating
uncertainty for businesses. Transaction validation times are also inconsistent.

e Limited regulatory compliance: The absence of regulation-oriented solutions (e.g., GDPR, eIDAS) hinders
adoption in enterprise environments.

o Integration barriers: Technical complexity and the need to acquire and manage cryptocurrencies
discourage integration with established enterprise systems.

e Unregulated token dilemma: Companies using public blockchains are often required to transact using
cryptocurrencies, exposing them to speculation, taxation, and potential reputational risks.

5. The Vision for Verifica Blockchain

Verifica Blockchain is more than a technology—it is a principle. It is a platform born from the belief that
blockchain should serve people and businesses, not act as a technical, regulatory, or ethical obstacle.



The Core Pillars of Verifica’s Vision

User-centricity: Usability, intuitive interfaces, and customization are at the heart of the platform.
Sustainability and responsibility: A highly efficient, non-energy-intensive consensus algorithm.
Universal accessibility: Fixed costs and configurability to eliminate adoption barriers.

Innovation as an ecosystem: A robust foundation for building enterprise applications without relying on
cryptocurrency-based logic.

5. Regulatory compliance: Both code and application are continuously updated to ensure alignment with
Italian and European regulations.

b

6. Technical Architecture: Innovation and Sustainability
Blockchain Framework

The Verifica Blockchain framework is developed in JavaScript/TypeScript, programming languages widely adopted
within the developer community. The architecture is composed of three main components:

1. Blockchain Node: Manages the network, consensus, and transactions.
2. Controller: Coordinates on-chain modules and off-chain plugins.

3. Application Layer: The access point to configure and manage the ecosystem.

Certified entities or federations can join the network as nodes to support system decentralization while ensuring
high operational and quality standards.

Consensus System

The optimized Proof of Stake (PoS) consensus algorithm provides:
e Security equivalent to public blockchains, with deterministic validator selection criteria.
o Energy efficiency, drastically reducing consumption compared to Proof of Work.
e Scalability and reliability for high transaction volumes.

Module and Plugin Management

e Modules: Extend on-chain logic to support functions like digital product passports or custom transactions.
o Plugins: Enable off-chain functionalities such as notifications, dashboards, APIs, and advanced reporting.

Fixed-Cost System

Verifica Blockchain’s economic model is based on credits, designed to ensure stable transaction costs without
speculation or volatility. This eliminates the uncertainty typical of public blockchains that rely on unpredictable
cryptocurrency pricing, offering companies a transparent and linear pricing model.

Credit System

o The platform’s economic unit is the credit, which users consume to upload files.

e 1 credit equals storage of 1 MB of data for 1 year.

e On the public platform, six renewable credit packages are available, tailored to various use cases, with
different sizes and unit prices.

For specific needs or high data volumes, Verifica offers custom plans, with transaction costs that can drop to just a
few cents—ideal for clients requiring large-scale operations.



Protocol Licensing and Tailored Solutions

In addition to the public platform, Verifica Blockchain offers protocol usage licenses, enabling companies to adopt
the technology in a dedicated and large-scale manner.

e A license allows companies to notarize and certify every business process without being subject to the
public app’s per-transaction cost.

o This configuration enables deep blockchain integration into operational workflows, certifying products,
documents, employee training, R&D data, and even Al datasets.

o Dedicated interfaces can be developed to meet client-specific requirements, ensuring seamless integration
with existing IT systems.

e The API suite can be embedded to develop fully blockchain-based solutions, customizing Verifica’s
software into scalable, secure, and tailored applications.

7. Key Features

Data and Document Protection, Imnmutability, and Integrity

Legally valid digital certification with time-proof immutability is one of the core pillars of Verifica Blockchain.
Once recorded, every piece of data or document becomes unalterable and fully traceable.

Contracts, training certificates, calibration records, maintenance logs, and any file type—Verifica supports any kind
of business need.

Digital Product Passports (DPP) and Compliance with the European ESPR Regulation

Starting in 2024, the European Union mandates the inclusion of a Digital Product Passport (DPP) for nearly all
goods sold within the EU. This initiative, part of the Ecodesign for Sustainable Products Regulation (ESPR),
addresses two key needs:

1. Supply chain transparency, providing details on product origin, materials, environmental impact, and
disposal recommendations.
2. Alignment with consumer expectations, offering increasingly reliable and detailed product information.

Verifica’s Solution for DPP

Verifica provides a simple and flexible tool to generate Digital Product Passports in just a few steps, offering three
main implementation options:

1. Ready-to-use version: Designed for small and medium-sized enterprises (SMEs) seeking quick DPP
adoption.

2. Custom front-end interface: Allows personalized URLs and branding for corporate deployment.

3. Scalable integration: Tailored for high-volume manufacturers, with seamless ERP integration.

Verifica guarantees DPPs that are legally valid, tamper-proof, and highly resistant to counterfeiting—offering a
powerful tool to combat fake “Made in Italy” claims.

Key Benefits
e Autonomous product authentication: Consumers can verify product authenticity via QR code or NFC tag.

e Full compliance with the ESPR Regulation: Meets EU standards for sustainable design and product
transparency.



e Detailed product sheet creation: Includes materials, production location, environmental footprint, and
recycling guidance.

e QR code, link, or NFC: Each product is paired with a unique digital ID, accessible online or via physical
tags.

o Immutable unique ID: Every product receives an identifier immutably recorded on Verifica Blockchain.

o Automatic legal certification: Each DPP is registered on-chain through a certified procedure.

o Certified delivery to customers: Buyers securely receive the full product documentation.

o Lifecycle traceability: Every phase from production to disposal can be recorded for full transparency.

o ERP system integration: Enables streamlined workflow integration with existing enterprise systems.

e Custom consumer interfaces: Web or mobile apps allow end users to verify core product data.

API Integration for Business Processes

Verifica’s APIs allow seamless integration with existing systems (ERP, CRM, CMS, etc.), without requiring
blockchain-specific expertise. This drastically reduces adoption barriers and supports business process automation
across organizations of any size.

Each API call costs 0.1 credits, available in scalable bulk packages.

Secure and Customizable Data Storage: Verifica’s DAM

Verifica Blockchain lets users choose where to store their data—on Verifica’s servers or within their own private
infrastructure—ensuring GDPR and eIDAS compliance with full control over sensitive information.

Why Not IPFS: GDPR Limitations

Many public blockchains use IPFS (InterPlanetary File System) for decentralized data storage. However, this model
introduces multiple GDPR compliance issues:

o Right to erasure: GDPR requires that personal data can be deleted or restricted upon user request. With
IPFS, data replication and immutability make this technically difficult.

e Verifica’s solution: The platform resolves this by allowing companies to store data on private servers or
other controlled environments, offering full flexibility and legal compliance.

Digital Asset Manager (DAM)

For users who opt to store data on Verifica’s infrastructure, a secure DAM (Digital Asset Manager) is available,
offering:

o Data encryption: Ensures protection of all uploaded content.

e Data deletion on demand: Enables true GDPR compliance, including complete erasure upon request.

o Custom storage settings: Even on the public platform, users can specify where files are saved—using
Verifica solely for certification or as a secure storage solution.

o Private server integration: Organizations can use standard procedures to store files on their own
infrastructure, maintaining full data sovereignty.

e Encrypted fragmentation: All data is deterministically fragmented, encrypted, and distributed across
secure nodes, preventing any single point of access from exposing full document contents.

Through this approach, Verifica offers a comprehensive and flexible ecosystem—not only for building Digital
Product Passports but also for any scenario requiring data certification or notarization. The platform merges the
immutability and security of blockchain with responsible, compliant data management.



8. The Public Application: Features and Capabilities
Registration and Wallet Generation

The Verifica App (https://app.verifica.srl) is ready to use and open to everyone. Users register by providing their
email address. At that moment, a blockchain wallet is automatically generated. The associated passphrase is never
stored or known by Verifica, remaining the sole property of the user—preserving the core principles of blockchain
security and confidentiality.

Document Upload and Management
Within the application, users can:

e Upload any type of document (images, PDFs, videos, etc.).

o Select the notarization period, defining how long the file will remain certified.

e Choose the sharing mode: public, private, or openly accessible.

o Use the “Certified Send” feature to deliver documents with legal proof of transmission and traceability.

Ownership, Licensing, and Monetization
The app allows users to:

e Set download fees: users may assign a cost (in credits) for downloading the file.

e Transfer or sell documents: every ownership change is immutably recorded on-chain, with full transaction
history and timestamps.

e Share documents via automatically generated links and QR codes.

Organization and Customization

e Custom templates: Add document layouts or specific templates suited for certain workflows or sectors.

e Folder management: Organize files into folders and subfolders to streamline navigation of notarized
content.

o Notifications and alerts: Receive in-app or email alerts for every file status change (e.g., sharing,
expiration, transfer), ensuring full lifecycle monitoring.

Future Developments and Al Integrations
The current app is the foundation of a broader ecosystem that will include:

e Secure, notarized messaging, enabling traceable, compliant communication between users.

o Integration with Al and LLMs (Large Language Models), unlocking advanced data analysis and process
automation.

o Industry-specific verticals for use cases such as supply chain traceability, dataset certification, and
enterprise document management.



With Verifica’s LLM integration, users—whether individuals, businesses, or professionals—will be able to deploy a
personal Al assistant trained exclusively on their own verified knowledge.

This solution enables businesses to rapidly create a secure, private enterprise chatbot, ensuring data sovereignty
and protection. All content shared with the LLM is tracked, certified, and stored in compliance with GDPR and
eIDAS.

Employees can work in a safe, closed environment without exposing sensitive corporate data to external entities.
The generative chatbot will support corporate communication, document creation, and workflow execution—

relying exclusively on validated internal knowledge.

Thanks to Verifica’s highly customizable core framework, it is possible to develop tailored solutions for any
scenario that demands security, transparency, and scalability.

The blockchain underpinning the app—originally developed in academic research and refined through the analysis
of leading protocols—offers a robust, efficient, and continuously evolving infrastructure.

9. A Future-Ready Ecosystem

Verifica.srl is more than just a blockchain platform—it is a dynamic and evolving ecosystem designed for
enterprises, professionals, and developers. Its core mission is to create value across multiple industrial sectors by
promoting transparency, traceability, and trust.

Sustainability and Social Impact

By leveraging an optimized Proof of Stake consensus algorithm, Verifica drastically reduces energy consumption
and environmental impact, making it a sustainable solution. Furthermore, the platform is designed to align with
corporate social responsibility initiatives, enhancing transparency and stakeholder confidence.

Empowering Enterprises, Individuals, and Startups

Through fixed pricing, simplified access, and tailored offers, Verifica Blockchain facilitates adoption by SMEs,
startups, and individual professionals who require digital certification and notarization services.

Cross-Industry Applications

From agri-food to Industry 4.0, from healthcare to fashion, Verifica’s flexibility allows for the development of
tailored solutions and transparent traceability processes in virtually any sector.

10. Comparing Traditional Blockchains and Verifica’s Permissioned Vision

The Public Blockchain Paradox

Public blockchains introduced the concept of decentralization. However, these networks often depend on
centralized infrastructures and a handful of key operators, undermining the romantic notion of evenly distributed

computational power.

Semantic vs. Real Decentralization



Being “decentralized” does not inherently mean being “public.” A blockchain can be private, permissioned, and still
rely on distributed nodes to ensure redundancy and reliability. There’s no need for cryptocurrencies or anonymous
nodes scattered globally to achieve blockchain-grade resilience and immutability.

Breaking the Cryptocurrency Myth

Enterprises neither want nor are able to rely on cryptocurrencies to perform data operations. Doing so creates
accounting, tax, and reputational risks. Verifica removes this requirement, offering stable, transparent transaction
costs without speculative tokens.

Legal Value and Corporate Policy Compliance

Businesses require solutions that comply with regulations like GDPR and eIDAS. A private blockchain like Verifica
supports internal auditing, third-party verification, ISO 27001-level security, and ensures sensitive data remains
under enterprise control.

The Fragility of Public Networks: Token Centralization and Cloud Dependency

Independent studies and open data reveal that the majority of tokens in many public chains are held by a small
number of entities. Moreover, most public nodes are hosted on centralized platforms like AWS. A disruption to
AWS could bring entire networks offline, contradicting the premise of full decentralization.

The Verifica Approach: A Private, Decentralized, and Distributed Blockchain

Verifica proves that it is possible to achieve decentralization (via distributed node governance, redundancy, and
resilience) and distribution (across multiple infrastructures and regions) without being public, without using
cryptocurrencies, and without losing control over data. Enterprises can choose where to host nodes (on different
providers or on-premises), enforce strict security policies, and enable full auditing.

Insights from Technical Debates and Operational Discussions

Our internal reviews and partner discussions reveal that many objections to private blockchains are semantic or
cultural—not technical:

o Data Immutability: There’s a misconception that private operators can tamper with data. In reality,
cryptographic structures, consensus mechanisms, and block integrity make transaction tampering impossible
without invalidating the entire chain.

e Same Cryptographic Security as Public Chains: Verifica employs the same robust cryptographic
standards as public networks (e.g., SHA-256, digital signatures), ensuring data protection at parity with top-
tier protocols.

e Compliance and Third-Party Audits: A private blockchain enables external code audits and internal
governance reviews, all without exposing sensitive data publicly.

e No Cryptocurrency, Predictable Costs: Without needing to purchase crypto assets, costs remain stable and
predictable, eliminating accounting complexity and reducing exposure to AML/KYC obligations.

e GDPR and eIDAS Compliance: Verifica ensures legal compliance by allowing enterprises to choose how
and where their sensitive data is stored, and retaining full control over blockchain writes.

e Scalability and Flexible Deployments: A company can start with a minimal configuration hosted on a
single provider and scale over time—spreading nodes across regions or involving third-party validators as
needed.



In Summary

The contrast between “pure” public blockchains and “questionable” private ones is often based on
misunderstanding. Verifica Blockchain transcends this binary by offering a solution that is:

e Technically robust

e Legally compliant

e Operationally scalable

e Free from speculative mechanics

Its vision is that of a truly distributed system, configurable to the user’s needs, seamlessly integrable with existing
enterprise processes, and fully aligned with current legal frameworks.

Verifica is an ecosystem where companies retain control, meet compliance, and build trust—without compromise.



